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About the survey
When:  
November-December 2022.

Who:  
100 senior decision makers, including 
risk managers, supply chain and logistics 
managers and CEOs.

Where:  
Countries across Europe, North America, 
Asia-Pacific and Latin America.

Size:  
All companies surveyed had annual 
revenue over $250 million.

Find full details of our sample and methodology 
on page 13. The survey contained all closed 
questions with different response options 
ranging from ranking questions and multi-select 
to single coded questions. In this report, we 
have included some of the findings from the 
survey. For the full results, including breakdowns 
by region and job role, please contact us using 
the details on page 15.
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Introduction 
Without logistics most supply chains 
would grind to a halt, as the world 
discovered during the pandemic. As 
we emerge into more normal trading 
conditions, businesses across industry 
are looking to logistics providers to  
help them improve and optimize how 
they move and store goods between  
their supply chain nodes.   

Meanwhile, logistics companies face their own supply 
chain challenges, including workforce problems, rising 
wage demands, global geopolitical and trade tensions, 
and pressure to decarbonize transportation. 

How are logistics businesses adapting?
To find out how the sector is navigating this changing 
landscape, we surveyed 100 risk and supply chain 
leaders, from freight forwarders to shipping lines, 
airfreight operators and trucking companies. 

How do they see the supply chain landscape? How are 
they building resilience? What are the main challenges 
and risks they face? And what will the supply chains of 
the future look like?

Five key findings
63%

said losses related to the supply chain 
had been higher or much higher than 
expected over the last two years.   

85%
of businesses said they have made at least 
some improvements in their approach to 
supply chain management in response to 
the pandemic.

77% 
cited a lack of insurance solutions among 
the greatest challenges to addressing 
their risks over the next three to five years.

89%
thought cyber risk had either a high or 
medium impact on their overall supply 
chain risks. 

25%
feel confident they have sufficient 
insurance to cover the impact of extreme 
weather on the supply chain.
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Overcoming the lasting impact 
of supply chain disruption

Market overview

When logistics is running well, few of 
us question how it all works, or what 
would happen if the moving parts 
stopped working. That changed during 
the pandemic. The crisis exposed the 
mechanics behind the flow of goods and 
raw materials and how vulnerable it can 
be to external shocks. 

This was underlined again by the Ever Given incident, 
when one massive containership blocking the Suez 
Canal was enough to throw a large proportion of global 
trade off track. 

While freight rates are now falling and market conditions 
are easing, with an oversupply of shipping containers 
in many places, the industry is feeling lasting impacts 
from recent disruption. Driver shortages are still acute, 
especially in long haul trucking routes, as many drivers 
did not to return to work after the pandemic, or have 
gone home to fight in the Russia-Ukraine conflict. 

Congestion continues at some ports, especially in the 
Middle East. Warehouses are full of stock built up in 
response to supply shortages, which is now slow to 
move because of falling consumer demand, adding 
further stress to the system. 

Improving supply chain management
These ongoing strains are evident in the results of our 
survey. Almost two-thirds (63%) of respondents said their 
losses related to supply chain risk were higher or much 
higher than expected over the last two years. More than 
a third (37%) agree or strongly agree that supply chain 
risks were building even before COVID-19. 

However, disruption also appears to have been 
a wake-up call for the industry. The vast majority 
(85%) of logistics businesses have either made some 
improvements in their approach to supply chain 
management in response to the pandemic,  
or completely transformed their approach. 

Collaborating to reduce risks and losses
When asked about the greatest opportunities to improve 
supply chain management, improved strategic planning 
within their organization (58%) came top of the list, 
followed by increased collaboration with suppliers  
(55%) and customers (53%). 

These results suggest logistics companies are 
increasingly looking at strategic partnerships to 
solve some of their problems, for example by sharing 
warehousing hubs with other firms to reduce costs and 
improve efficiency.

Q: Which of the following best describes the extent of your 
business’s supply chain risk-related losses in the last two years?

Top 2 box (Net): 
Energy: 63%

Much higher than expected

Higher than expected

About what expected

Lower than expected

Much lower than expected

Figure 1: Supply chain risk-related losses in the last two years
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54%
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Q: Which of the following best describes what impact, if any, 
COVID-19 had on your organization’s approach to supply chain 
management?

We have completely 
transformed our 
approach following 
the pandemic.

We made some 
improvements to our 
approach following 
the pandemic.

It did not change 
because we had  
other priorities.

Figure 2: Impact of COVID-19 on approach to supply  
chain management 

15% 15%

70%
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Q: Which of the following offer the greatest opportunities in 
terms of enhancing your supply chain management?

Rank top 3

Figure 3: Greatest opportunities in terms of enhancing 
supply chain management

Increased collaboration between you and your customers

Increase collaboration between you and your suppliers

Digital transformation

More sophisticated modelling

Hybrid and other new ways of working

58%

40%

55%

35%

53%

31%

28%

“Economies of scale and greater efficiency 
in logistics has enabled the globalization 
of supply chains over the last 30 years. 
Moves towards larger ships and more 

efficient ports and transshipment hubs brought big 
reductions in the cost of transporting goods around 
the world.

Now, the cost differential is being undermined by 
factors such as rising fuel and labor costs. Growing 
political tensions and fears of further disruption are 
also pushing companies to near-shore on onshore 
production, with major consequences for their 
logistics partners.

Other long term challenges facing the industry 
include workforce problems. Many drivers have 
left the industry, dissatisfied with pay and working 
conditions, and no longer willing to work tough  
long nationwide and trans-continental routes.  

Manufacturers and retailers need to decarbonize and 
are looking to their logistics partners to do some of 
the heavy lifting. While it’s not feasible to electrify 
large trucks or ships, the pressure is on to find ways 
to deliver carbon reductions or risk losing business.      

One way to reduce costs and cut emissions is 
to increase efficient use of space and maximize  
utilization of trucks and containers. Some freight 
forwarding companies are joining up with 
competitors to share warehousing hubs, rather 
than owning warehouses in all locations, while also 
working to stop one-way journeys where vehicles  
are wagons return empty. 

Using technologies such as robotics and internet of 
things (IoT) to monitor and track goods in transit will 
also help to increase efficiency and reduce risks and 
losses. This could extend through all buildings and 
warehouses in the logistics chain to give end-to-end 
transparency and accurate delivery times.” 

Mike George 
Transportation Practice Leader, WTW

Anthony Monaghan  
GB Industry Transportation Leader, WTW 

Expert view: smart solutions are needed to 
solve long term challenges

0% 60%50%40%30%20%10%

Improve strategic planning within your organization

Availability of more and higher quality data

$9.6bn

of global trade was held up each day during the 
Ever Given blockage of the Suez Canal1

1https://www.bbc.co.uk/news/business-56559073

https://www.bbc.co.uk/news/business-56559073


6  /  WTW Global Logistics Supply Chain Risk Report

Ripple effect increases risk 
burden for logistics

Logistics is at the core of every industry’s 
supply chain. That means the sector’s 
risks are multiplied. From cyber-attacks to 
extreme weather, firms need to worry not 
only about their own operations, but also 
the knock-on impact on their customers 
and how it might rebound on them. 

Cyber risks: in our survey, cyber risks were believed 
to have the most profound impact on supply chains, 
rated by 58% as medium and 31% high impact. Freight 
companies are sharing more data with partners and 
customers than ever before, while the number of parties 
in logistics chains, often using linked systems, means 
there are more potential weak links for cyber criminals to 
exploit. Because delays are costly for logistics companies 
and their customers, criminals may think they are more 
likely to pay to end a ransomware attack, making the 
industry a more attractive target.

Risk landscape  

Climate and environment: almost half (47%) of 
respondents placed climate change and environment 
among the top global trends affecting supply chain risks. 
As we’ve discussed, logistics firms are under a lot of 
pressure to help their clients meet their carbon reduction 
targets.Pressure is also coming from governments to 
reduce emissions from transport more generally. Climate 
impacts are also being felt in extreme weather events, 
which are increasing in frequency and pose a growing 
disruption risk.

Increased product complexity: topped the list of 
underlying factors playing the greatest role in supply 
chain risks, named by 35% as a top concern. This may 
reflect the challenges of transporting increasingly 
specialized and sensitive products and raw materials, 
such as in the life science sector, especially as clients 
demand more contractual indemnities against delay  
and damage.   
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Economic risks: economic uncertainty emerged as the 
second leading factor underlying supply chain risks, 
ranked by 30% among their top concerns. The sector is 
at risk from price and wage rises, volatile fuel and energy 
costs and falling consumer demand. If inflation dips back 
to near normal levels by the end of 2023, it could ease 
some of these pressures. 

Geopolitical risk: was among the factors thought to 
have the greatest impact on supply chain risks, rated 
by 54% as medium and 29% high impact. The conflict in 
Ukraine has disrupted some road and rail routes between 
Asia and Europe, while simmering tensions in the China 
Sea could put cause problems for more global routes 
in the future. We’re also seeing more claims against 

Figure 4: Factors playing greatest role in supply chain risks

Q: Which of the following underlying factors do you believe  
to play the greatest role in your supply chain risks?

Rank top 4

Increased product complexity

Economic uncertainty

Data security issues

Environmental change

Supplier solvency and liquidity issues

Lack of access to capital

Supplier difficulties in attracting and retaining talent

Materials shortages

Inflation and rising costs

Supplier capacity constraints

Geopolitical issues

Issues with shipping and/or other transport

Component shortages

Lack of chain visibility

Failure to meet regulatory requirements

Natural disasters

Increased regulation

35%

30%

28%

27%

27%

27%

27%

26%

25%

23%

22%

20%

19%

18%

17%

15%

14%

0% 0%40% 40%30% 30%20% 20%10% 10%

logistics firms for customs errors because of complex 
documentation requirements post-Brexit. 

Onshoring: 48% of respondents said onshoring and 
near-shoring were among the top global trends affecting 
their supply chain risks. As more products are sourced 
and manufactured closer to home, there will be fewer 
goods being transported around the world, which will 
impact demand for logistics services. 

Pandemics: though we may be past the acute disruptive 
impacts of COVID-19, the risk of a new strain of the virus, 
or a new unforeseen pandemic, seems to be still front of 
mind, topping the list of global trends with the greatest 
influence on supply chain risks at 56%.
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Figure 5: Potential impact of the following risks on the 
supply chain

31%

24%

29%

22%

27%

10%

26%

58%

47%

54%

60%

55%

31%

56%

11%

29%

17%

18%

18%

59%

18%

Q: How would you describe the potential impact of the 
following risks on the supply chain risks faced by your 
organization?

High Medium Low

0% 50% 70%40% 60%30%20%10%

Cyber

Natural catastrophe

Geopolitical risk

Reputation

Environmental

Errors and omissions

Public Liability

Figure 6: Global trends with greatest influence on supply 
chain risks

Q: Which of the following global trends do you believe have the 
greatest influence on your organization’s supply chain risk?

Pandemics and other health-related factors

Availability and cost of energy

Onshoring and near-shoring

Geopolitical factors

Climate change and environmental factors

ESG

Inflation

56%

44%

48%

35%

47%

35%

35%

0% 50%40% 60%30%20%10%

Rank top 3
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The weight of responsibility is getting 
heavier for logistics companies. 
Businesses across industry are looking 
to them to help solve their supply chain 
challenges, from reducing cost to cutting 
greenhouse gas emissions.

Some clients are also seeking to reduce their supply 
chain risks by imposing tougher terms in contracts with 
logistics providers — for example, penalising freight 
companies for delays, which are often caused by events 
outside out of their control. 

All of this is making it more challenging to manage  
risks and build resilience against possible future 
disruption shocks. 

Taking action to improve robustness
However, despite these headwinds, our survey suggests 
logistics businesses are taking action to address their 
vulnerabilities and seeing some positive results. 

More than two thirds (68%) say the investments they’ve 
already made to improve resilience have somewhat 
improved the robustness of their supply chain, while 25% 
said robustness has greatly improved as a result. Almost 
6 in 10 (59%) say they plan to make significant changes 
in the next 12 months.

A total of 40% named digital transformation and 35% 
more sophisticated modelling among their greatest 
opportunities to improve supply chain management. 
Many companies are adopting new tracking and 
monitoring technologies to enhance transparency 
through the logistics chain, and looking to automate 
warehousing operations to improve efficiency. 

Lack of insurance is an obstacle 
More than three-quarters (77%) of our respondents said 
a lack of insurance solutions was among the greatest 
challenges to addressing their supply chain risks. This 
reflects the difficulty of finding cover for the increasing 
burden of commercial risks we’ve discussed, and may 
also reflect the lack of cover for many supply chain 
losses experienced during the pandemic. 

Figure 7: Impact of previous investment to improve 
robustness in supply chain

Q: How would you describe the impact of any previous 
investment you have made in improving the robustness of your 
supply chain?

Greatly improved the 
robustness of our 
supply chain
Somewhat improved 
the robustness of our 
supply chain
No change to 
robustness of our 
supply chain

25%

68%

7%

Risk management and resilience  

Balancing need for resilience 
with rising customer demands
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Only a quarter (25%) feel confident they have sufficient 
insurance to cover the impact of extreme weather on 
their supply chain. This is concerning given the sector’s 
exposure to weather events. 

Greater visibility is a priority
Businesses face considerable obstacles getting hold 
of all the data they need to achieve full visibility. More 
than three-quarters (77%) said they lacked the data and 
knowledge to understand their risks. While 72% said they 
had identified the data they need to have, only 9% had 
robust processes to gather it.

Using tools to map the logistics chain can help 
businesses start to understand where the information 
gaps are and begin to fill them. A total of 38% said 
using supply chain mapping software was among the 
measures that would have an impact in managing risks.

Figure 8: Greatest challenge to addressing risks over next 
3-5 years

77%
77%

52%
36%

58%

Q: Which of the following will pose the greatest challenge to 
addressing your risks over the next 3 to 5 years?

Rank top 3

Lack of access to insurance and risk transfer solutions

Lack of data, knowledge and understanding of these risks

Lack of internal risk management tools and insight

Lack of budget

Lack of board buy-in

0% 100%80%60%40%20%

Figure 9: Insurance for impact of extreme weather events

Q: What best describes your insurance for the impact of 
extreme weather events somewhere in your supply chain?

Adverse weather somewhere in our supply chain could 
have a serious financial impact on our business and we 
have no insurance for this

We have some cover for extreme weather events 
somewhere in our supply chain, but not sure if it is 
sufficient

We have cover that ensures extreme weather somewhere 
in our supply chain would not have a serious impact on 
our business/financial results

67%

25%

8%
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“Where once logistics companies were just 
expected to transport goods, now they’re 
being asked to take on large financial and 
contractual responsibilities. 

Companies in many sectors are seeking to de-risk 
their supply chains by loading more of the risk 
onto their logistics partners, demanding stronger 
guarantees and indemnities in contracts. 

In some cases, contracts stipulate penalties for every 
minute of delay, even where the provider has no 
control over the cause of those delays, such as a port 
blockage. Logistics firms can also be contractually 
responsible for consequential losses and damages.

Many of these non-damage commercial risks are not 
insurable, leaving firms highly exposed to potential 
losses. With margins tight, one loss could be enough 
to wipe out the profit in a logistics contract.     

To mitigate these risks, firms need to practice tight 
contractual risk management. That means not 
accepting risks which can’t be transferred or retain 
at a comfortable level, while trying to find middle 
ground of what’s acceptable to both parties. Any 
contracting philosophy should be integrated with 
governance, with board level oversight.

This will make such business more attractive to 
insurers, who may be more willing to consider policy 
extensions or bespoke cover for some commercial 
risks. Where this is possible, businesses need to 
carefully balance the cost of that cover against the 
potential losses.

If the balance is positive, transferring the risk could 
make taking on such a contract viable. If not, it may 
be more advisable to retain the risk yourself or, in 
some cases, take a cost-benefit decision to decline 
the business rather than take on excessive risk.” 

Breda Keating 
Director, Global Marine, International Trade  
and Logistics, WTW

Expert view: tight contract management 
essential to reduce financial risks
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Logistics companies see supply chain 
risk from all angles. They need to manage 
not only their own risks but those of the 
companies they work for. That’s not an 
easy balance to strike.  

These challenges look set to grow as the risk of supply 
chain disruption stays high and customers demand 
more in service delivery, sustainability and contractual 
obligations. Wider external factors, from geopolitics 
to cyber security increase the need for careful risk 
management.

Our survey shows that businesses are working to 
overcome problems and considering a range of 
strategies to increase resilience. But they’re hampered  
by a lack of appropriate insurance solutions and  
difficulty getting hold of enough accurate data to 
manage their risks. 

Working more closely with customers and partners  
can help companies understand their supply chains 
better and address these risks. Diagnostic mapping  
and monitoring tools and analytics can help to visualize, 
quantify and assess risks across the chain and in  
specific locations.  

WTW has an experienced team of experts with the  
tools and competencies to help clients understand their 
supply chain vulnerabilities and align their operations 
to reduce financial risk. We can also help you manage 
and transfer risks for both property-related and pure 
economic losses, helping you build greater reliance 
against future shocks.

Conclusion: Squaring the 
logistics circle
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Survey sample and 
methodology

Methodology 
Phone to web

Sample size 
100 Total: 
•	 North America (35) 
•	 Europe (17) 
•	 APAC (25) 
•	 LATAM (23)

Audience profile 
Senior decision makers of supply chain risk 
management in logistics companies with over $250 
million annual revenues

Fieldwork dates 
November - December 2022

Our survey was carried out by our partner Coleman 
Parkes research in November and December 2022, using 
a mixture of phone interviews and web-based survey 
forms. We received 100 responses from senior decision 
makers in the logistics sector, based in Europe, North 
America, Asia-Pacific and Latin America.  

Study detail

Role

Company revenue

Decision-making

Audience profile
Geography

I am the key decision maker in terms of risk management 
and/or supply chain management

Over US $250m

I am part of a team who are involved in decision making 
regarding risk management and/or supply chain management

39%

100%

61%

35%

17%

25%
23%

0%

0%

0%

100%

100%

80%

80%

40%

60%

60%

30%

40%

40%

20%

20%

20%

10%

27%

41%

32%

Supply chain management, 
including logistics function

Risk Management

C-suite

North America

APAC

LATAM

Europe
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For more information, please contact:

Asia Pacific 
Oliver Scarr 
Head of Cargo, Asia 
+65 6958 2780 
oliver.scarr@wtwco.com

Australia 
Trent Williams 
Head of Broking, Australasia 
+61 423 598 493 
trent.williams@wtwco.com

Europe 
Patrick Muls 
Executive Director, Global Marine 
patrick.muls@wtwco.com 
 
New Zealand 
Stephen Lennon  
Southern Regional Manager 
+64 27 434 1748 
stephen.lennon@wtwco.com

North America 
Charles McCammon 
National Team Leader  Marine Risk Consulting  
and Claims Advocacy Group 
+1 610 254 7499 
charlie.mccammon@wtwco.com

South America 
Eduardo Michelin 
Head of Mariner 
+55 11 2161 6040 
eduardo.michelin@wtwco.com 
 
UK 
Anthony Monaghan  
GB Industry, Transportation Leader 
+44 (0) 7442 976 286 
anthony.monaghan@wtwco.com 
 
Breda Keating  
Director, Global Marine, International  
Trade & Logistics 
+44 (0) 7825 113495 
breda.keating@wtwco.com
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Disclaimer
WTW offers insurance-related services through its appropriately 
licensed and authorised companies in each country in which WTW 
operates. For further authorisation and regulatory details about 
our WTW legal entities, operating in your country, please refer to 
our WTW website - https://www.wtwco.com/en-GB/Notices/global-
regulatory-disclosures
 
It is a regulatory requirement for us to consider our local licensing 
requirements. The information given in this publication is believed 
to be accurate as at 1 March 2023. This information may have 
subsequently changed or have been superseded and should not  
be relied upon to be accurate or suitable after this date.

This publication offers a general overview of its subject matter. It 
does not necessarily address every aspect of its subject or every 
product available in the market and we disclaimer all liability to 
the fullest extent permitted by law. It is not intended to be, and 
should not be, used to replace specific advice relating to individual 
situations and we do not offer, and this should not be seen as, legal, 
accounting or tax advice. If you intend to take any action or make 
any decision on the basis of the content of this publication you 
should first seek specific advice from an appropriate professional. 
Some of the information in this publication may be compiled from 
third party sources we consider to be reliable, however we do not 
guarantee and are not responsible for the accuracy of such. The 
views expressed are not necessarily those of WTW. Copyright WTW 
2023. All rights reserved.
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Copyright © 2023 WTW. All rights reserved.
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wtwco.com

About WTW
At WTW (NASDAQ: WTW), we provide data-driven, insight-led 
solutions in the areas of people, risk and capital. Leveraging the 
global view and local expertise of our colleagues serving 140 
countries and markets, we help you sharpen your strategy, enhance 
organisational resilience, motivate your workforce and maximise 
performance. Working shoulder to shoulder with you, we uncover 
opportunities for sustainable success — and provide perspective 
that moves you. Learn more at wtwco.com.
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